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OPENAPI SSL BEALLITASA A4 GEPEKEN

1. Administratorként belépni az eszk6z web oldalara majd a mentben kivdlasztani Security->PKI Settings->Device Certificate-
>New Registration

£ KONICA MINOLTA &BAdministrator Log out
1E22A5E Web Connection SPready
Model Name: bizhub 4050 GlNot Supported USB Device
mm
» Authentication Device Certificate
+ 1D & Prin Setings
» Authentication Device Settings |Default Issued By Issued To Edit
|
» SSL/TLS Settings
» Protocol Settings
» External Certificate
» Validate Certificate
2. Mezbket értelem szerlen kitolteni, majd Apply
£ KONICA MINOLTA £8BA dministrator
JEFE4% Web Connection SPready
Aresiel e Rl o8 /8 Not Supported USB Device
| Spiom | secuy |_dob | Pt | St | Addros | Nebyurk |
» Authentication Create a Self-signed Certificate
»ID & Print Settings Common Name BH4050-89BADB

» Authentication Device Settings  Organization

—
Lot

» SSL/TLS Settings State/Province
» Protocol Settings Country
» External Certificate Administrator E-mail Address
- s
» Validate Certificate Validity Start Date 13/01/2016
Validity Period 1 days (1-3650)
» IPsec

> IP Address Filtering [ Apply ] [ Clear ] [ Cancel ]




APP

3. Ha mindent jol csinaltunk, a gépen lesz egy Certificate

& KONICA MINOLTA &8 Administrator Log out
1EX24%% Web Connection Pready
Model Name: bizhub 4050

ocel ame v Not Supported USB Device
__Job | Print | Storage | Address

» Authentication Device Certificate

- . New Registration
»ID & Print Settings .

» Authentication Device Settings

©  |BH4050-89BADB |BH4050-89BADB |07/11/2025

» Device Certificate

> SSL/TLS Settings
» Protocol Settings

» External Certificate

» Validate Certificate

4. Ezutan SSL/TLS Settings->Enable, és az Encryption Strenght értéket is be kell allitani a képen lathatora

£ IKONICA MINOLTA &88A dministrator Log out
IEXEAS% Web Connection SPready
Model Name: bizhub 4050 mNot Suppoced USH Device
| Spim | secwiy |_Job | Pont ] Sores | Ao | Nevrk
» Authentication SSL/TLS Settings
» ID & Print Settings SSL/TLS Enable v
» Authentication Device Settings  Encryption Strength AES-256, 3DES, RC4-128 ~
S5 e
» Device Certificate SSL 3.0
ms10
» Protocol Settings TLS 1.1
» External Certificate TLS12

» Validate Certificate
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5. Ezutdn Network Settings->TCP Socket Settings->SSL/TLS->SSL Only

£ IKONICA MINOLTA &88A dministrator
IErE45E Web Connection  @BReaqy

EE

Mbcel Diacres: Siatink 4050 'Z&Not Supported USB Device
Srsiem | Secorty | dab | Prist | Storage | aaress SNSRI

 General Settings TCP Socket Settings

* TCP/IP Settings TCP Socket Enable ~

b Eomall Sottags S35 (163335
* LDAP Settings SSL/TLS ssLonly v

» HTTP Settings Port Number (SSL/TLS) 59159 (1-65535)
PP Settngs
* FTP Settings

~ SNMP Settings

* SMB Settings

* Web Service Settings
* Bonjour Settings

~ Network Fax Settings
* WebDAV Settings
 OpenAPI Settings

¥ TCP Socket Settings
» TCP Socket Settings

6. HTTP Settings->http Server Settings->SSL/TLS->Enable

& IKONICA MINOLTA EA dministrator Log.out
1E224%¢ Web Connection Pready
Model Name: bizhub 4050 'Z@Not Supported USB Device
_Soen | Secriy |_dob | prme ] Sorsse | duires [ ework |
* General Settings HTTP Server Settings
* TCP/IP Settings HTTP Server Enable v
* E-mail Settings Port Number 80  (1-65535)
* LDAP Settings SSL/TLS Enable ~
Port Number (SSL) 443 (1-65535)
© IPP Settings
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7. Ezutan WebDAV Settings->WebDAV Server Settings->SSL/TLS->SSL/Non-SSL

A scom VVED CONNECNION  S9PReady
Model Name: bizhub 4050 GNot 8 | USB Device

| System | Security | Job | Print | Storage | Address

* General Settings 'WebDAV Server Settings

[

Network

- TCP/IP Settings WebDAV Server ‘Enable ~

+ E-mail Settings SSL/TLS SSL/Non-SSL +

* LDAP Settings Access Rights Settings

 HTTP Settings Password Change Password

» IPP Settings [coseesee |
© FTP Settings | Initial Password [

R
 SMB Settings

* Web Service Settings

 Bonjour Settings

* Network Fax Settings

¥ WebDAV Settings
» WebDAV Server Settings

» WebDAYV Client Settings
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8. Ezutan OpenAPI
£ KONICA MINOLTA Mo siciisieaion Log out
IEZEASE Web Connection Pready
Model Name: bizhub 4050 imNot Supported USB Device
T
 General Settings OpenAPI Settings
* TCP/IP Settings All OpenAPI application will be deleted if you change OpenAPI External
setting into Disable.
Pt OpenAPI Enable ~
* LDAP Settings OpenAPI External [Enable ~]
* HTTP Settings Port Number 50001 (1-65535)
- IPP Settings SSL/TLS ssLonly v
* FTP Settings Port Number (SSL/TLS) 50003 (1-65535)
- SNMP Settings Authentication ?
- SMB Settings Login Name |— ‘
' Web Service Settings Password || Change Password
* Bonjour Settings | w \
» Network Fax Settings Proxy
* WebDAV Settings Proxy Server Address 0.0.0.0

O API Setti Proxy Server Port Number(HTTP) 8080 (1-65533)
» O API Setti Proxy Server Port Number(HTTPS) 8080 (1-65535)

£ ~ -~ A . e —_—— 4 rrears

Kész!

Lehet OpenAPI-t telepiteni a gépre.
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